LockoutGuard Documentation

(The following graphics are screen shots from Microsoft® ISA Server 2006 which is the property of Microsoft Corp.
and are included here for instructive use. Some images illustrate LockoutGuard, which is the property of Collective
Software.)
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Preventing Denial of Service vector on Extranet

Your organization uses ISA Server 2006 in a “reverse proxy” scenario for
publishing an extranet.

For security and identification, the extranet uses ISA Form authentication.

To prevent brute force password guessing attacks, your Active Directory is
configured to lock out accounts after several failed login attempts.

Problems

Each failed authentication attempt at ISA counts in AD as a failed login.

Therefore, it is trivial for a remote attacker to lock out any of your AD accounts if
they know (or can guess) the login name. No further credentials or privilege is
required for this attack.

In severe cases this attack may represent a substantial remotely triggerable
denial of service vulnerability in your network.

Solution

LockoutGuard from Collective Software augments the capabilities of ISA 2006 to allow a
“soft lockout”.

Features

LockoutGuard can be configured to start denying authentication attempts before
the AD lockout limit is reached.

This acts as an additional tier of “lockout security”, safely locking the account out
of the extranet.

During soft lockout of a user's account, password guessing on the extranet will
fail since LockoutGuard is blocking authentication attempts for that account.

Even during this soft lockout, the user account can still be logged in from inside
your LAN, or over a VPN. Thus, the DoS potential is substantially controlled,
with a minimum inconvenience.

Requirements

ISA Server 2006

ISA authenticates to Active Directory (either ISA is a domain member, or uses
LDAP)

Extranet uses ISA Form authentication, or Basic.
ISA needs LDAP (or LDAP-S) access to domain controller(s).
Microsoft .NET Framework version 2 should be installed on each ISA server.



Caveats

e If your group policy is not configured to reset the failed password count, then the
soft lockout condition will remain in effect until:

e The user authenticates locally or over a VPN, or
e An administrator resets the user's failed password count

Help is Available!

We are always happy to help you get our software set up and working. If you have
questions or need assistance understanding/configuring/testing a Collective product,
you can get in touch with our support staff quickly and easily. For the most up-to-date
information, please see our Support page at http://www.collectivesoftware.com/Support/



Installation of LockoutGuard

Install Procedure
1. Close the ISA management console if it's open.

2. Execute the LockoutGuard.msi file. This will stop your firewall service, install the
filter and interface software, register the filter, and then re-start the firewall
service.

3. If you are installing over a remote desktop session, keep in mind that when the
firewall service stops and restarts your RDP connection may be frozen, dropped
or timed out. If an error occurs during the installation and the firewall service
cannot be restarted, you will need to access the console to troubleshoot further
(see below).

4. You must run the installer on each ISA server in an array separately, so they will
all have the filter files installed and registered.

5. If the installation completes with no errors, then you can proceed to the
configuration section.

Troubleshooting

The installation normally completes without errors. However there are a few possible
failure modes that can occur for this complex install process.

Install rolls back (with red error message at the end)

If you are presented with an error message on the final screen, then check out the
application event log, which often will contain details on why the installation failed. The
problem may be immediately solvable from this information, or you may need to work
with Collective support for additional troubleshooting assistance.

Frozen or hung install

The installer tries to start the firewall service after it is done registering the filter
components. In rare cases, everything may register properly but there could still be a
problem preventing the firewall service from starting. In this situation, the installation
may appear to hang on the “Starting services...” item. This is because it is trying
repeatedly to start the service, and failing. In fact if you look at the application event
log, you will see several errors from the firewall service as it tries to start. These
messages may help identify the cause of the problem.

The install should eventually give up on starting the service, but it may take a long time.
If necessary, you can expedite the rollback by going into the services control panel and
setting the Microsoft Firewall service to Disabled temporarily (and applying that
change). This will cause the installer to quickly give up, and it should then correctly roll
back the installation while leaving the firewall service down. After this happens you can
then re-enable and restart the firewall service.

This kind of problem should not normally occur, and will probably require additional



troubleshooting by Collective support. However if you are able to fix the problem you
can re-run the install safely after completing this procedure.



Configuring ISA's LDAP settings

Note: Even if your ISA is a domain member, you still need to configure LDAP settings

correctly to use LockoutGuard. This is because the filter must use an LDAP lookup to

learn the current failed password count for the user who is trying to authenticate. (You
do not need to change your authentication settings from LDAP to integrated, however.)
The settings can be found in:

Configuration -> General -> Specify RADIUS and LDAP servers -> LDAP tab

A thorough discussion on configuration of ISA's LDAP settings is beyond the scope of
this guide. Please consult the ISA help and Microsoft support for more information.

The simplest configuration is when all authentication is done to one AD domain. Add an
LDAP Server Set:

i Add LDAP Server Set

X

2l xi

LDAP server sek name: I default]

Define the Ackive Direckary servers available For LDAP user authentication.
Servers are quetied in the order in which they are lisked,

Marne | Descripkion |
sandbiozde sandbodc

Edit. .

Eemove

Il

-
~|

Type the Active Directory domain name {use the
Fully-gualified domain name):

I sandbox, collectivesoftware. com
Example: contoso,microsoft, com

[ Use Global Catalog ()
W Connect LDAP servers aver secure conneckion

Iser credentials used to access Active Directary ko werify user accounk
status and change account passwords (opkional);

User name: I sandbox\cuser

Passwiord; I.."""

e To prevent a single point of failure, add more than one server here. An LDAP
server must always be reachable for LockoutGuard to function.

e Note that regardless of your “Global Catalog” setting here, LockoutGuard will
always connect to the normal LDAP port, not the GC. This is because the Bad-
Pwd-Count attribute is not available in the GC, so it is not useful to use that
setting.

e If possible you should use “connect LDAP servers over secure connection” to
prevent potential transmission of confidential login information.

e The user name and password is not optional when you are using



LockoutGuard; be sure to set them to a valid AD account. This is because the
filter must do the lockout check before allowing ISA to authenticate the extranet
user. Otherwise if we used the user's credentials for LDAP then it would count
as an authentication attempt in Active Directory. That would defeat the function
of LockoutGuard, which is to soft lockout before overrunning the domain's lockout
count!

e Don't use a username here that has access to your extranet. In particular, don't
be tempted to use your own account, and then test the filter with that same
account; it won't work. Since ISA has the LDAP user's correct password, each
time it tries to connect, its own bad password count will be reset to zero. Thus,
the LDAP user you specify here can effectively never be locked out, since it is
constantly authenticating successfully and getting reset to zero.

LockoutGuard will report errors in LDAP configuration by setting ISA alerts. The alerts
tab is always the first place to check for any problems.

In this example, there is only one domain, so all authentication requests “*” are matched
and sent to our only LDAP set “default”.

Cefine the sets of LDWP servers IS4 Server will guery ko
validate user credentials:

LDAP Server Set | SEFYErs |
defaul: sandboedogg

Define the login expressions 1S4 Server will use ko match
the user login skrings:

Login Expression LDAP Server Set

default

If you have more than one domain in your environment, you need to add more sets, and
match them to various login expressions such as “domain2\*”, “*@domain2fgdn.com”,
etc...

Troubleshooting LDAP configuration

e Check the credentials used. Use the support tool Idp.exe (or another LDAP
browser) to bind to your DC over LDAP with that account, and try to look into the
Users container or the OU where users exist. Make sure you can see their
properties.

e Make sure ISA is allowed to send LDAP traffic to your DC. Do this by repeating
the above test, but with the Idp.exe tool running from the ISA console

e If you have a 0x20 LDAP error, you may have set the FQDN of your directory
incorrectly. This field is for the domain name, not the name of a single server.


mailto:*@domain2fqdn.com

Configuring a listener to use LockoutGuard

Invoking the properties tab

Due to a bug in the ISA console, custom tabs cannot be shown when the Listener dialog
is opened this way. Instead, you must access the listener from the Toolbox area on the
right:

Toolbox ‘\( Tasks \( Help \

Protocols

Users

Content Types

Schedules

PRR®®

Metwork Objects
Mew - Edit... Delete

[0 Metworks
[ Metwork Sets
1 [ Computers
[ Address Ranges
[ subnets
[ Computer Sets
|1 URL Sets
[ Domain Mame Sets
= [ = web Listeners
0 R

L Server Farms

Note: If you do not see the “LockoutGuard” tab, it may be because you opened the
Listener dialog by clicking here, in the web rule line:

Firewall Policy
|s | From | Listener | To | Condition
{ad dual @] Forums.isaser... T8 Al Authenticz
5
gﬂ dual ﬂ Forums.isaser. .. E Al Authentice

B dual B forums.isaser... g All Authentic:

Or here, in the rule dialog:



isaserver Properties

Bridaing I Ilzers
Authentication Delegation

Eenerall .-'-"-.ctil:nnl From I To

Thiz mule applies to requests received on the following listener.

dual

Liztener properties;

2l x|

Schedule I Lirk Tranzlation
Application Sethings I FageGuard

| Traffic Listener | Public Mame | Paths

Properties. .. |

Mew...

| Prooety

| Yalue |




The lockout settings

General I Metworks I Connections I Certificates |
Authertication I Farrmns I 550 LockoutGuard

~I¥ Enable LockoutGuard

Soft Lockout when bad password count iz |4
[Set thiz at least one lawer than the domain lockout zetting]

Reszet bad pazsword count after: |3E| minutes

[Set thiz zlightly larger than the Active Directon walue
ko accaount far clack differences]

LockoutGuard is configured separately for each Listener. Enable it for any listener that
performs AD authentication and faces an insecure network.

Soft Lockout

The “Soft Lockout” number is extremely important. Set this value to a smaller number
than the AD lockout setting:

"t Group Policy Object Editor
File Action Wiew Help
Account lockout threshold Properties

& = | @m X R

_Efj Default Domain Policy [sandbosxd:

Security Palicy Setting I Ex=plain This Setting I

E'@ Computer Configuration “ 4 4 Account lockout threshold
-] Software Settings l‘%‘[

EII:l Windows Setkings
51 Scripks (Startup{Shutt - [@ Define this policy setting
B8 Security Settings
=2 Account Policies
% Password Poli 5 =3 inwvalid logon attempts

Areonnk | acke

Aocount will lock out after:

The difference between the two values is the number of attempts the account will “have
left” during a soft lockout.



Reset time

LockoutGuard does not write changes to Active Directory's lockout counter, that value is
managed internally by the domain controller. AD also maintains a reset value, in the
following policy item:

delp

| Feset account lockout counter after Prope
2 | —

————  Secuiity Policy Setting | Explain This Setting |
[sandbiomd:

dration ~ 4 4 Reset account lockout counter after

dngs I

ings

tartupfShubt [ Define this policy setting

wettings

it Policies Reszet account lockout counter after

assword Pal 29 S minutes

coounk Locks

The domain controller does not actively reset the bad password count after this time
passes, but instead waits for the next bad logon attempt to check the count.
LockoutGuard must know how long the reset interval is, so it can make the proper
decision about whether to send the authentication attempt to the DC or block it.

Since the clocks on ISA and the domain controllers may not be synchronized exactly,
you should specify a higher value in the LockoutGuard settings than in AD, by 2-5
minutes. This mitigates the risk that LG will send the logon attempts through when the
DC believes the old bad password count is still in effect. You should also ensure that
the clocks on ISA and the domain controllers are not allowed to vary by more than this
amount.

Note: Remember that during soft lockout, the user cannot authenticate to the extranet
over this listener!



Testing the soft lockout

Each time you use a correct username but the wrong password, Active Directory will
add 1 to the “badPwdCount” property of the user. You can see this in Idp.exe:

|,_,:,|, Idap:/ /sandboxdc.sandbox.collectivesoftware.com/DC=sandbox,DC=collect

Conneckion Browse YWiew Options  Lkilities

1> userdccountControl; 0

- ZM=Domain Cu:untru:ullersjCN=LIsersJDC=sanu:||:u:|xJDC=|:|:|||;| |
- CM=Diomain Guests, Ch=Users, DiZ=sandbox, DZ=collecti
- CM=Diomain Users, Ch=Users, DC=sandboux, DiZ=colleckive
- CM=Enterprise Admins, CHM=Users, iZ=sandbosx, Z=colle
- CM=Group Palicy Creator Ovners, CN=Users, DC=sandbc
- CM=iGuest, Ch=Isers, DC=sandbox, D =collectivesoftwa
- CM=HelpServicesaroup, Chi=lsers, DZ=sandbo:x, DZ=coll
- CN=IIS_WPG, Chi=sers, DiC=sandbox, iZ=collectivesoft
- CM=IUSR,_SANDEORDT, Ch=Users, DC=sandbox, IZ=coll
- CN=IWARM_SANDBORDC, Ch=Users, i =sandbox, DiZ=cc
- CM=krbkgt, CN=sers, DiZ=sandbox, D =collectivesoftwa
- CM=RAS and [A45 Servers, _M=Users, iZ=sandbox, i =c
- CM=5chema Admins, Ch=lsers, DC=sandbo:x, DiZ=collecti
- CN=SUPPORT_388%945a0, CN=Users, DC=sandbox, DC=c
- CM=Telnetlients, CM=Users, DC=sandbox, DC=collective

UF_NOBMAL ACCOUNT ];
1>
1> codePage: 0;
1> countryCode: 0;
1> badPasswordTime: 0
1> lastLogoff: 01/01f160°
1> lastLogon: 01/01f160°
1> pwdlLastSet: 02{/06/20
Standard Time Central Daylight Tir
1 primaryGrouplD: 513;
1> objectSid:
5-1-5-21-3519918877-3545995424-
1> accountExpires: 09/1.
1 logonCount: 0;

El- Ch=Test, Ch=Users, iZ=sandbox, DC=collectivesoftware
‘Mo children

1> sAMAccountName: Te
1> sAMAccountType: 80

Once the account has accrued a bad password count equal to the soft lockout limit, it is
considered to be in “soft lockout” mode. If another authentication attempt is made to
that account, ISA will log an information-level alert:

|£ Dashboard }? Alerts YSessiDns %Services %Repurts \(Cnnnectivit'

Alert | Latest = | status ey
LockoutGuard-Infor... 2/6/2008 12:13:51 PM Tl Fi
LockoutGuard-Infor,.. 2/6/2008 12:14:52 PM Tl Fi
LockoukGuard-Infar, ., 2162008 12:19:37 PM MeEw Fi ‘
LockoukGuard-Infar, ., 2162008 12:47:22 PM Mew Fi
LockoukGuard-Infar, ., 2/6/2008 12:50:49 PM Mew Fi
LockoukGuard-Infar, .. 2062008 12:52:14 PM Mew Fi

21612008 1:05:46 PM

LockoukGuard-InFar, ..
1] |

Alert Information

Description: User administrator denied because bad passwaord count is
ak 2

Just as with a normal lockout, even if the user enters their correct credentials to the
extranet after this, they cannot log in. They must do one of the following:

e login locally,
e loginon VPN,



wait for AD to reset the lockout counter (if this policy is configured)

Have the bad password count reset by an administrator user. (This can be done
for example with an ADSI script, or by forcing the account to lockout, and then
resetting the lockout via AD Users and Groups)



How to check and reset the bad password count

In addition to querying the LDAP value manually, as above, you can use a number of
tools that add interfaces to display lockout information, including the free tool
"LockoutStatus" provided by Microsoft.

File “iew Help

User State | Bad Pwd Counk | Last Bad Pwd
Mok Locked 3 7l 8 7:05:18 PM

| site |
Default-First-Sit. . .

DiC Mame

ESA OB

Note: AD does not actively reset the "Bad Pwd Count" value until the next bad logon
attempt. Therefore, to determine the effective count, check the "Last Bad Pwd" column
too. Ifitis a date/time that is older than the reset interval set in AD and LockoutGuard,
then the effective count should be considered "0".

Clearing the bad password counter manually is not supported in the normal
management interfaces, but if you have the Microsoft Support tools installed, you can
use the "ADSI Edit" console to do this. The value to change is named "badPwdCount":

Bl lch=oibproperties 2l
Attribute Editor | 5 ecurty I
B File  Action
- - | E ¥ Show mandatony attibutes
4
———————— | Show optional attibutes
CM=Users :
(0 ch=administrs [~ Show only attibutes that have values
= 5
] CN=Cert Publi,  Attributes:
3 CN=CERTSYC Attribute | Syntay | W alue ﬂ

] ch=DnsAdmin
1 CM=DnsUpdat
l:l CM=Dwarmain A

mz05-Cached-Membersh—I
nTFRSSubzonptions;clas:
nTFRSSubzcriptiong:clas:

alloweddttributesk e,
allowedChildClazses
allawedChildClazsesE . .

Object |dentifier
Object [dentifier
Object |dentifier

23 cM=Domain aItS_etn:urtityIdentities H_nitn_:cudg Shtrigg <En: §EE>
CHN=Damain assistant _ istinguished ... <Mot Set:
% CN_DDma!n G( attributeCertificatedttn... Octet String <Moat Set»
=omain af audio Oetet String <Moat Set:

(1 CH=Domain L badFaszwordTime Large Integer/...

128612451154496250

D CMN=Enkerprise badPwdCount Ir'|tE:|E:r 3
3 Chl=qjb bridgeheadServerlizt... Distinguished ... <Mot Set»
=3 CN=iroup Poli buzgineszCategary Unicode Sting <Mat Setx
23 cH=Guest C Unicode Sting <Mat Set:
. canonicalM ame Unicode Sting  sandbos. collectivesofbwa
3 Zh=HelpSerwic “i' in _"_I
20 Ch=krbtgt
3 Ch=Ig Edit |
B w0

el

o |

Cancel |

Apply




Information on installation of ADSI edit can be found at Microsoft's site.



http://technet.microsoft.com/en-us/library/bb124152(EXCHG.65).aspx

Filter licensing

To view your evaluation period or enter a key, go to Add-ins, Web Filters, and select
LockoutGuard properties:

and select the License tab:

LockoutGuard Properties i |

General I Seftings Licenze

Inztalled on: 2/6/2008 171:42:55 A

Expires an: 34742008 171:42:55 Ak - Demo License

Y'ou can purchase licenzes at: wes, collechivesofbware, comdStore

Toget a key for this array, wigit wee, collechvesothware, comdLicense

Arrap Mame: [IESMEST

Lizenze Keyw: I

] I Cancel Apply

The License tab is used to check how long remains in the evaluation period, and to
activate a permanent license.

To be eligible for a license key, you need to purchase license(s). You can do this on
our web store or by contacting us.

Once you have available license(s) you can request a key for your array (or single
server) at our licensing page. When requesting a license key, you will need to tell us
the name of the ISA array, which is indicated on this dialog. The exact name is
important, because it will be used to validate the key.

The license key is sensitive to the number of servers in the array. For example if you
begin with only 2 servers in the array but plan to have 4, you can purchase 4 licenses
and request a license key for a 4-server array. Then as you bring future servers online,
they will be licensed automatically (you still need to install the certificates though.)
Warning: if you install more servers than you have licensed then the license key will be
seen as invalid, and the servers will begin to operate in demo/lab mode. So if you need
to add more servers to a live array then you should acquire and apply your new license
key in advance, so this behavior does not take place.



http://www.collectivesoftware.com/License
http://www.collectivesoftware.com/Contact
https://www.collectivesoftware.com/Store

Demo/Lab mode

When the evaluation period expires (after 30 days) or when an invalid license key is
used, the filter runs in demo/lab mode. In this mode the filter will work normally for a
period of 2 hours from the starting of the Firewall Service, and then stop working after
that time. This mode is meant to be useful for test labs where you don't wish to
purchase licenses but still want to be able to run meaningful test setups. After 2 hours,
you can restart the firewall service and the lab timer will reset again.

Troubleshooting

The first place to look if something seems to be working incorrectly is the ISA alerts tab
in the Monitoring section. Often this will directly indicate the cause of the problem. This
information will also be required in almost all cases if you need support.

Support for LockoutGuard

Collective is proud to offer support for LockoutGuard, whether you need help getting a
configuration working, find a bug, or just have a feature question.

Support is available from our web site at http://www.collectivesoftware.com/Support/

e Knowledge Base: When our staff answers questions that will apply to the whole
community, they will often create a permanent KB item to disseminate this
knowledge. There is a Search feature here; you can also easily browse by topic.
To get fast answers to FAQs (frequently asked questions) the knowledge base is
the best place to start.

e Support ticket: We are always happy to help you get set up and working. If you
have questions or need assistance understanding/configuring/testing a Collective
product, you can get in touch with our support staff quickly and easily. For the
most up-to-date information, please see our Support page.


http://www.collectivesoftware.com/Support/
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